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Internet Access and Intersubjective Relationships 

Human 

(Legal ID , e.g. 

name, surname) 

Internet User 

- Anonymity; 

- Consumer, 

producer/owner of 

Data 

Other users- 

Machines  

(communication, 

 sharing information and 

content) 

ISPs 

(access, communication, 

intermediation, searching 

etc..) 



 

 

 

 

Chasing the Legal “Value” of Data 

User 

Data as «engine of 

the network» (i.e.: 

access to Internet, 

IoT, data-driven 

innovation)  

Information as 

personal data  

Information as 

behavioural data 

Data as 

tradeable good 



“Entropy” and Information in Physics and Communication 

Thus for a communication source 

one can say, just as he would also 

say it of a thermodynamic ensemble, 

"This situation is highly organized, it 

is not characterized by a large 

degree of randomness or of 

choice - that is to say, the 

information (or the entropy) is 

low.” 

 

Shannon, C.E., Weaver, W. (1949) 

The Mathematical Theory of 

Communication 

As entropy increases, the universe, and all 

closed systems in the universe, tend 

naturally to deteriorate and lose their 

distinctiveness, to move from the least to the 

most probable state, from a state of 

organization and differentiation in which 

distinctions and forms exist, to a state of 

chaos and sameness. In Gibbs' universe 

order is least probable, chaos most 

probable. But while the universe as a 

whole, tends to run down, there are local 

enclaves of whose direction seems 

opposed to that of the universe at large 

and in which there is a limited and 

temporary tendency for organization to 

increase. 

 Life finds its home in these enclaves. It is 

with this point of view at its core that the new 

science of Cybernetics began its 

development. 

 

Wiener, N. (1954), The Human Use of 

Human Beings: Cybernetics and Society 



“Entropy” and Information on the Internet? 

It is my thesis that the physical functioning 

of the living individual and the operation 

of some of the newer communication 

machines are precisely parallel in their 

analogous attempts to control entropy 

through feedback. Both of them have 

sensory receptors as one stage in their cycle 

of operation: that is, in both of them there 

exists a special apparatus for collecting 

information from the outer world at low 

energy levels, and for making it available in 

the operation of the individual or of the 

machine.  

 

Wiener, N. (1954), The Human Use of 

Human Beings: Cybernetics and Society 

We have just said that technology 

produces, for man's benefit, 

compensations for harmful effects, that it 

produces facilitations for itself, and that 

it can change character 

(decentralization). Yet it appears more 

and more that this system does not have 

one of the characteristics generally 

regarded as essential for a system: 

feedback, i.e., the mechanism intervening 

when an ensemble, a system in movement, 

makes a mistake, and rectifying that error, 

but acting at the source, at the origin of the 

movement. There is no "reparation" of the 

mistake in its functioning; the movement is 

taken back to its origin, modifying a given in 

the system. (…) Now the technological 

system does not tend to modify itself when it 

develops nuisances or obstructions, etc. 

This system is given to pure growth; hence it 

causes the increase of irrationalities. 

 

Ellul, J. (1977), The Technological 

System 



The Enforcement of the Law on the Internet: 

The Case of Online Reputation (1) 

“Liability Rules”  

“Property Rules” 

The favored party 

could continue to 

enjoy and exercise 

the entitlement 

unless and until the 

disfavored party 

persuaded him to 

surrender it 

voluntarily  

The disfavored party could 

force the favored party to 

surrender the entitlement 

by paying him a sum of 

money determined by the 

judge or by some other 

government official 

Notice and 

take-down  

(ex post 

measures) 

ISP Liabiity 

for failing to 

comply in 

due time 

with its 

obligations   

User 

Identification  

(direct liability) 



The Case of Online Reputation (2): New Trends 

Third Parties 

Further dissemination 

(Sharing/Reposting/Linking) 

User 

Creation/first diffusion of 

defamatory content 

Notion of “mittelbarer Störer”: User can be sentenced not only to remove or modify the 

harmful comments on a specific webpage, but also to try «to ensure the widest possible 

removal of the harmful contents from the Internet, within their own possibilities and with the 

collaboration of the owners of the rights on the Internet platforms on which these harmful 

statements can still be viewed (BGH, 28th July 2015 – VI ZR 340/14) 

Internet Service Providers 

Adoption of effective proactive voluntary measures, aimed at identifying and removing 

illicit contents in order to reduce the risk of serious damage, without however the need 

for the provider to move outside the regime of applicability of the safe harbour regime 

referred to in Art. 14, Dir. 2000/31.  

(Commission Recommendation (EU) 2018/334 on measures to effectively tackle 

illegal content online) 



The Enforcement of the Law on the Internet:  

The Case of Data Protection in the EU dimension (1) 

Preventive and Specific 

measures: 

 

- Accountability 

- Ex ante obligations for 

Controllers and Processors  

(e.g. Privacy by default & by 

design); 

- Data subject’s Rights  

(i.e. rectification, erasure (right to 

be forgotten), restriction of 

processing, data portability, right to 

object). 

 

A new Hierarchy of Sanctions: 

 

1)  Administrative fines; 

2) Compensation and liabilities; 

3) Criminal Penalties 

 

 



The Enforcement of the Law on the Internet:  

The Case of Data Protection in the EU dimension (2) 

Parcelization of the duties of care 

Art. 17(2) GDPR 

Right to erasure (‘right to be forgotten’) 

 

Where the controller has made the personal 

data public and is obliged pursuant to 

paragraph 1 to erase the personal data, the 

controller, taking account of available 

technology and the cost of implementation, 

shall take reasonable steps, including 

technical measures, to inform controllers 

which are processing the personal data 

that the data subject has requested the 

erasure by such controllers of any links to, 

or copy or replication of, those personal 

data. 



The Enforcement of the Law on the Internet:  

The Case of Data Protection in the EU dimension (3) 

Widening of the notion of “Processing of data”, 

“Data controller” and “Data processor”  

 

- CJEU, (Big Chamber) 5th June 2018, C-

210/16,  

Unabhängiges Landeszentrum für 

Datenschutz Schleswig-Holstein: 

 

 

“(…) the administrator of a fan page hosted on 

Facebook, (…) must therefore be categorised, 

in the present case, as a controller responsible 

for that processing (…). (…) the recognition 

of joint responsibility of the operator of the 

social network and the administrator of a 

fan page hosted on that network in relation 

to the processing of the personal data of 

visitors to that page contributes to ensuring 

more complete protection of the rights of 

persons visiting a fan page, in accordance 

with the requirements of Directive 95/46”. 

                   

                 Recital no. 18 GDPR: 

 
 

This Regulation does not apply to the 

processing of personal data by a natural 

person in the course of a purely personal or 

household activity and thus with no 

connection to a professional or 

commercial activity. Personal or 

household activities could include 

correspondence and the holding of 

addresses, or social networking and online 

activity undertaken within the context of 

such activities. However, this Regulation 

applies to controllers or processors which 

provide the means for processing personal 

data for such personal or household 

activities. 



The Enforcement of the Law on the Internet  

The Case of Digital Copyright (1) 

CJEU, 8th September 2016,  C-160/15,  

GS Media BV v. Sanoma Media  

(Playboy Case): 

 

(…) when the posting of hyperlinks is carried 

out for profit, it can be expected that the 

person who posted such a link carries out 

the necessary checks to ensure that the 

work concerned is not illegally published 

on the website to which those hyperlinks 

lead, so that it must be presumed that that 

posting has occurred with the full knowledge of 

the protected nature of that work and the 

possible lack of consent to publication on the 

internet by the copyright holder. In such 

circumstances, and in so far as that rebuttable 

presumption is not rebutted, the act of posting 

a hyperlink to a work which was illegally placed 

on the internet constitutes a ‘communication to 

the public’ within the meaning of Article 3(1) of 

Directive 2001/29. 

(…) Indeed, such a person, by making that 

work available to the public by providing 

other internet users with direct access to 

it does not, as a general rule, intervene in 

full knowledge of the consequences of 

his conduct in order to give customers 

access to a work illegally posted on the 

internet. In addition, where the work in 

question was already available with 

unrestricted access on the website to which 

the hyperlink provides access, all internet 

users could, in principle, already have 

access to it even the absence of that 

intervention. 



The Enforcement of the Law on the Internet  

The Case of Digital Copyright (2) 

CJEU, 14th June  2017, C-610/15,  

Stichting Brein v. Ziggo BV,  

(The Pirate Bay Case): 

 

 

(…) those operators, by making available and 

managing an online sharing platform such as 

that at issue in the main proceedings, 

intervene, with full knowledge of the 

consequences of their conduct, to provide 

access to protected works, by indexing on that 

platform torrent files which allow users of the 

platform to locate those works and to share 

them within the context of a peer-to-peer 

network. (…) the operators of the online 

sharing platform TPB, by making that platform 

available and managing it, provide their users 

with access to the works concerned. They can 

therefore be regarded as playing an 

essential role in making the works in 

question available. 

In any event, it is clear from the order for 

reference that the operators of the online 

sharing platform TPB could not be unaware 

that this platform provides access to works 

published without the consent of the 

rightholders, given that, as expressly 

highlighted by the referring court, a very 

large number of torrent files on the online 

sharing platform TPB relate to works 

published without the consent of the 

rightholders. In those circumstances, it must 

be held that there is communication to a 

‘new public’ 



The Enforcement of the Law on the Internet  

The Case of Digital Copyright (3) 

Proposal for a directive of the European Parliament  

and of the Council on copyright in the Digital Single Market 

COM (2016) 593 final - 2016/0280 (COD) 

 

Article 13(1) (EP TEXT) 

  

(Use of protected content by online content sharing service providers storing 

and giving access to large amounts of works and other subject-matter 

uploaded by their users) 

 

“Without prejudice to Article 3(1) and (2) of Directive 2001/29/EC, online 

content sharing service providers perform an act of communication to 

the public. They shall therefore conclude fair and appropriate licensing 

agreements with right holders”. 

 

 

 

 



The Enforcement of the Law on the Internet  

The Case of Digital Copyright (4) 

Recital no. (37a) (EP TEXT):  

 

“Certain information society services, as part of their normal use, are designed to give access 

to the public to copyright protected content or other subject-matter uploaded by their users. 

The definition of an online content sharing service provider under this Directive shall 

cover information society service providers one of the main purposes of which is to 

store and give access to the public or to stream significant amounts of copyright 

protected content uploaded / made available by its users, and that optimise content, 

and promote for profit making purposes, including amongst others displaying, 

tagging, curating, sequencing, the uploaded works or other subject- matter, 

irrespective of the means used therefor, and therefore act in an active way. As a 

consequence, they cannot benefit from the liability exemption provided for in Article 14 

of Directive 2000/31/EC. The definition of online content sharing service providers under this 

Directive does not cover microenterprises and small sized enterprises within the meaning of 

Title I of the Annex to Commission Recommendation 2003/361/EC and service providers that 

act in a non- commercial purpose capacity such as online encyclopaedia, and providers of 

online services where the content is uploaded with the authorisation of all right holders 

concerned, such as educational or scientific repositories. Providers of cloud services for 

individual use which do not provide direct access to the public, open source software 

developing platforms, and online market places whose main activity is online retail of physical 

goods, should not be considered online content sharing service providers within the meaning 

of this Directive”. 



The Enforcement of the Law on the Internet  

The Case of Digital Copyright (5) 

Art. 13(2) (EP TEXT):  
 

“Licensing agreements which are concluded by online content sharing service providers with right 

holders for the acts of communication referred to in paragraph 1, shall cover the liability for 

works uploaded by the users of such online content sharing services in line with the terms 

and conditions set out in the licensing agreement, provided that such users do not act for 

commercial purposes. 

Member States shall provide that where right holders do not wish to conclude licensing 

agreements, online content sharing service providers and right holders shall cooperate in good faith 

in order to ensure that unauthorised protected works or other subject matter are not available on 

their services. Cooperation between online content service providers and right holders shall not 

lead to preventing the availability of non-infringing works or other protected subject matter, including 

those covered by an exception or limitation to copyright. 

Members States shall ensure that online content sharing service providers referred to in paragraph 

1 put in place effective and expeditious complaints and redress mechanisms that are available to 

users in case the cooperation referred to in paragraph 2a leads to unjustified removals of their 

content. Any complaint filed under such mechanisms shall be processed without undue delay and 

be subject to human review. Right holders shall reasonably justify their decisions to avoid arbitrary 

dismissal of complaints. Moreover, in accordance with Directive 95/46/EC, Directive 2002/58/EC 

and the General Data Protection Regulation, the cooperation shall not lead to any identification of 

individual users nor the processing of their personal data. Member States shall also ensure that 

users have access to an independent body for the resolution of disputes as well as to a court or 

another relevant judicial authority to assert the use of an exception or limitation to copyright rules”. 



Data as a «counter-performance» and the application of  

consumer protection directive 93/13/EC: 

- The Italian Antitrust Authority decision in WhatsApp case (2017) 

“Personal data of the user are economic assets that 

are given as a counter-performance in exchange for 

the use of services” 

Unfairness of a set 

of clauses included 

in the terms of use of 

WhatsApp and 

submitted to the 

user’s attention in a 

block and without 

the possibility of 

negotiating them on 

an individual basis 

(Art. 3(1) dir. 

93/13/EC).  

In accordance to articles 33, (1) and (2), lett. b), d), g), h), m), u) 

and 35, (1) and (2) of the Italian Consumer Code, are void and 

not binding the terms regarding:  

a) the limitations of the liability of the trader;  

b) the possibility of interrupting the service unilaterally; c) the 

option to terminate the contract unilaterally while continuing to 

use or transfer the user’s information,  

d) the non-provision of a right of withdrawal for the user;  

e) the right to modify the contract unilaterally;  

f) the choice of jurisdiction and applicable law;  

g) the generic right of the supplier to withdraw from the "orders" 

without providing the user with refunds for services provided;  

h) the prevalence of the English language version of the 

contract. 



Data «commodification»? 

EU Commission, Proposal for a Directive on certain 

aspects concerning contracts for the supply of digital 

content - (COM(2015) 634 final) 

Recital no. 14: «As regards digital content supplied not in 

exchange for a price but against counter-performance 

other than money, this Directive should apply only to 

contracts where the supplier requests and the 

consumer actively provides data, such as name and 

e-mail address or photos, directly or indirectly to the 

supplier for example through individual registration 

or on the basis of a contract which allows access to 

consumers' photos. This Directive should not apply to 

situations where the supplier collects data necessary for 

the digital content to function in conformity with the 

contract, for example geographical location where 

necessary for a mobile application to function properly, or 

for the sole purpose of meeting legal requirements, for 

instance where the registration of the consumer is 

required for security and identification purposes by 

applicable laws. This Directive should also not apply to 

situations where the supplier collects information, 

including personal data, such as the IP address, or other 

automatically generated information such as information 

collected and transmitted by a cookie, without the 

consumer actively supplying it, even if the consumer 

accepts the cookie. It should also not apply to situations 

where the consumer is exposed to advertisements 

exclusively in order to gain access to digital content». 

Recital no. 13: «In the digital economy, information 

about individuals is often and increasingly seen by 

market participants as having a value comparable 

to money. Digital content is often supplied not in 

exchange for a price but against counter-

performance other than money i.e. by giving 

access to personal data or other data. Those 

specific business models apply in different forms in 

a considerable part of the market. Introducing a 

differentiation depending on the nature of the 

counter-performance would discriminate between 

different business models; it would provide an 

unjustified incentive for businesses to move 

towards offering digital content against data. A level 

playing field should be ensured. In addition, defects 

of the performance features of the digital content 

supplied against counter-performance other than 

money may have an impact on the economic 

interests of consumers. Therefore the applicability 

of the rules of this Directive should not depend on 

whether a price is paid for the specific digital 

content in question». 



Entropy in Digital Information and The Enforcement of 

the Law: A New Hierarchy of Remedies? 

Initial and/or repeated 

circulation of non-

compliant or illicit 

information on the 

Internet 

Centrality of specific redress as 

a complementary remedy to 

compensation, “where this is 

wholly or partially possible” and “is 

not excessively onerous” (e.g. art. 

2058 Italian Civil Code) 

Tort Liability as a tool of parcelization 

and distribution of duties of care (ex 

ante and/or ex post) between the 

parties who operate on the Internet and 

who are involved in various ways in the 

data flows 

User (Author 

of the 

Violation/Third 

Party):  

 

- Direct Liability; 

- Duty to 

prevent  

disseminative 

effects 

ISPs: 

 

- Proactive 

measures to 

detect and 

remove illegal 

content; 

- Notice and 

action; 

- Notice and 

take down 

Pre-established 

compensation (i.e. IP 

price of consent; lump 

sum/counter 

performance for data 

use/production) as an 

indemnity that in 

certain case integrates 

the effectiveness of 

specific remedies to 

interrupt and eradicate 

the "harm” 



Property Rules vs. Liability Rules  

on the Internet: a Dichotomy? 

Digital relations 

definitively reduced in a 

para-contractual logic? 

Harm  

Specific and Effective Redress + 

Transfer of Compensation from the 

Subject involved in the violation to 

the Injured Party/Parties?  

(Blockchain technology) 

Private Enforcement vs. 

Judicial Adjudication 



 

 

  

 

Thank you for your attention! 

mail: ggiannonecodiglione@unisa.it 

“In physics, the idea of progress opposes that of entropy,  

although there is no absolute contradiction between the two” 

 

(Norbert Wiener, The Human Use of Human Beings: Cybernetics and 

Society, London, 1954)  

M. Serradifalco,Web Landscape Photography 5 Australia 2012 

 (https://www.maxserradifalco.it/serie/wlp-5-australia-2012/)  


